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HOUND LABS RETRIEVER™ RELEASE NOTES

Release Date Tuesday, March 26, 2024

Release Version 1.6.310.prod.127

Up to 1 hour beginning at:

7 pm ET; 6 pm CT; 4 pm PT

Customer Impact Risk | Minimal

Communicated Proactively communicate and post on collector portal
Externally?

System Downtime

During the outage, users CANNOT:

e Upload collection records to Retriever™ results portal

e Receive onboarding information such as user IDs and passwords
e Undergo provisioning or interface testing in manufacturing
During the outage, users CAN:

e Perform collections

Release Summary e Enhancements to user-interface, notifications, and user log-in.

Downtime Impact

CHANGE: ENHANCED PASSWORD COMPLEXITY

e Impact: Upon updating an existing password or creating a new one, users will be
notified that passwords must now contain 10 characters with one upper case, one lower
case, one number, and one special character. Allowable special characters: |@#$%/ &*

e Purpose: This increases application and data security.

New user welcome email with ‘RESET PASSWORD' link:

@

HOUND LABS

Welcome to Hound Labs Retriever

Welcome to Hound Labs Retriever, please use the following link to reset your password. This link will expire after 1
hour.

RESET PASSWORD

Should you need additional assistance, feel free to contact us at 888.310.3247 or http://houndlabs.com/support
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Existing user email with ‘'RESET PASSWORD' link:

HOUND LABS

Password Reset

We recieved a request to reset your password. If you did not request a password reset, you can safely ignore this
email. You can reset your password using the link below. This link will expire after 1 hour.

RESET PASSWORD

Should you need additional assistance, feel free to contact us at 888.310.3247 or http://houndlabs.com/support

CHANGE: DENY USE OF LAST FIVE (5) PASSWORDS
e Impact: A user will not be able to reuse their last five (5) passwords.

e Purpose: This increases application and data security.

CHANGE: ‘LATEST NEWS’ HEADER
e Impact: Users now see a ‘latest news’ header on the Retriever™ |landing page.

e Purpose: Provides a communication channel for Hound Labs to share news with users
about upcoming releases, outages, holidays, etc.

= HOUND LABS
RETRIEVER
Hound Labs' Latest News
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CHANGE: ORG ADMIN + ADMIN MANAGER ROLES CAN RESET USER PASSWORDS

e Impact: Users configured with Org Admin or Admin Manager roles can issue reset

passwords for other users within their organizations. See ‘reset password’ email above.

e Purpose: Increases application security and allows users to self-serve if a password is

compromised or lost.
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